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Introduction 

On May 25, 2018, the European Union’s new data privacy regulations will go 

into effect. The new policy, known as General Data Protection Regulation 

(GDPR), has been in the works for over four years.  

The legislation is designed to harmonize data privacy laws across Europe, 

protect and empower all EU citizens’ data privacy and to reshape the way 

organizations across the region approach data privacy. The new law marks 

a wide-reaching and significant shift in the way that organizations must 

protect personal data. 

These regulations affect thousands of organizations around the globe - 

virtually any company that does business within the EU and holds personal 

data on EU residents. 

It grants data subjects a number of new rights, including the right to judicial 

remedy against organizations that have infringed their rights, and requires 

organizations to adopt “appropriate technical and organizational measures” 

to protect personal data. It also introduces mandatory data breach reporting. 
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On the other hand, according to IDC research GDPR has created a $3.5 

billion market opportunity for security and storage vendors. (1) 

In this research paper, we will compare GDPR solution offerings from largest 

players on the market:  

 Ernst and Young 

 PwC 

 Cap Gemini 

 Deloitte 

 KPGM 

In the end, we will sum up our findings in Key Takeaways section. 
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Snapshot GDPR Overview 

In this section, we will make snapshot GDPR overview, try to assess market 

opportunity created for IT service providers and evaluate readiness of 

companies to implement necessary changes.  

 

 

The impact of GDPR is enormous and spans across a multitude of 

organizational areas: 

 

Some of the key changes GDPR imposes include: 

1. Increased Territorial Scope 

• Any company processing personal data of subjects that reside in the EU must follow GDPR regardless of 

company location.  

2. Consent 

• Consent for data processing must be clear, distinguishable, and must be equally easy to give and 

withdraw. 

3. Breach Notification 

• In the case of any data breach, companies must notify all persons affected within 72 hours of becoming 

aware of the breach. 

4. Right to Access 

• Data Subjects must be given an electronic copy of the personal data free of charge. 

5. Right to Be Forgotten 

• Data Subjects now have the ability to requesting erasure of their personal data if certain criteria are 

met. 
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6. Data Portability 

• Data Subjects have the right to receive personal data that concerns them. 

7. Privacy by Design 

• This concept has been around for years but now is becoming a legal requirement. It specifies that the 

data protection requirements must be considered from the onset of the designing of Info Governance and 

archiving systems. 

8. Data Protection Officers 

• Controllers will have different requirements regarding Data Protection Officer meetings and regulations 

for communication regarding data processing activities. Any company over 250 employees will be 

required to have a DPO. 

 

Any company that fails to follow the 

new regulations will face heavy fines or 

even dissolution. Fines are approached 

in a tiered way. Less serious compliance 

failures, such as an administrative 

failure in record keeping, face a fine of 

either 2% of annual global turnover or 

10 million euros. Companies that have 

more serious offenses, including a 

breach of basic data protection 

principles, can be fined up to “4% of 

annual global turnover” or “20 million 

euros”, whichever is greater (see 

infographic). 

 

Despite that fast approaching deadline, research commissioned by Veritas 

Technologies shows that 86% of organizations worldwide are concerned that 

a failure to adhere to the upcoming GDPR could have a major negative 

impact on their business. In addition, almost half (47%) of organizations fear 

they won’t meet the requirements of the legislation, and many have critical 

concerns about what that could mean for their employees and their company 

as a whole. 
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Nearly two-thirds (65%) of respondents say that their organization has 

worked, or is currently working with, third parties to support their GDPR 

efforts. In addition, organizations are not afraid to assign a significant budget 

(albeit one that is still dwarfed by the size of potential fines for non-

compliance) to support their GDPR readiness:  

 On average, respondents expect their organization to have spent over 

one and a quarter million Euros (€1,360,567) or $1,432,176 by May 

2018 in order to achieve full compliance. (2) 

A separate Blancco Technology survey of more than 750 IT professionals 

found that 85% of Spanish companies, 77% of French companies, 73% of 

German companies and 65% of U.S. companies expect to spend up to $3.99 

million on GDPR-readiness technologies and processes. (3) 

Paul Hastings research found that firms listed in the FTSE 350 expect to 

spend £430,000 on technology and Fortune 500 companies expect to lay out 

$1 million. However, only 10% of firms in the UK and 9% in the U.S. have 

purchased new technology before Oct-2017. 
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Technology aside, companies are budgeting for new hires to deal with 

regulatory issues. Of those polled, 40% of the FTSE firms have allocated 

from £201,000 to £400,000 for new permanent staff. In the U.S., 34% have 

set aside $501,000 to $1 million. (4)   

SAS survey found that: (5) 

 45 % of organizations surveyed have a structured plan in place for compliance (but of those only 

66% think that this process will lead to successful compliance) and 58% indicate that their 

organizations are not fully aware of the consequences of non-compliance 

 Many organizations admit that they do not know how to determine if they are GDPR compliant 

 Unsurprisingly, large organizations (5,000 employees+) are better equipped to handle GDPR with 

54% being fully aware of the impact, compared to just 37 % of small organizations. 

 Only 24 % of organizations make use of external consulting to become GDPR compliant, but those 

with a structured process in place use external consulting more often (34 %) 

According to PwC findings: (6, 7) 

 US companies lead their UK and Japanese counterparts in making steady progress in GDPR 

readiness 

 Among all companies, 60% said they plan to spend at least $1 million on GDPR preparation 

projects and 12% plan to spend more than $10 million 

 77% of US companies plan to spend $1 million or more on GDPR 

 Over half of US multinationals say GDPR is their top data-protection priority 

 Among executives polled in this survey, 69% said they plan to use a technology firm to help with 

their preparations, 62% plan to hire a consulting firm, and 46% plan to hire a law firm 

According to research from RSM 92% of European businesses, not ready for 

GDPR. (8) 

 

From information above, we can conclude that: 

 GDPR compliance is quite costly business ( $1-4 million) 

 More than 25% of SMBs and up to 65% large enterprises will use third 

parties to support their GDPR efforts 

 It creates great business opportunity for IT service providers which 

can offer GDPR solutions 

 Large organization are better equipped to handle GDPR 

 However, most businesses overestimate their GDPR readiness 

 First five months of 2018 we will see big activity on the market as most 

organizations will try to be GDPR compliant before deadline 

 Up to 80% of their GDPR allocated budgets will be spent during this 

period 
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Competitive Analysis 

In this section, we will compare GDPR offerings from key players. 

 

Ernst and Young 

GDPR Services/Deliverables 

EY’s privacy risk management framework: 

 

 

 

http://www.ey.com/gl/en/industries/financial-services/ey--gdpr-demanding-new-privacy-rights-and-obligations
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To support business stakeholder understanding of privacy, and the impact 

of the GDPR on business lines/functions, EY applied its privacy framework to 

the GDPR and categorized 12 focus areas into three themes, as shown in 

Table below. 

 

 

 

*** - (9) 
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How EU helps organizations to prepare for GDPR implementation: 

 

*** - (10) 
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*** - (11) 
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EY to help businesses comply with EU GDPR in collaboration with 

Microsoft.(12) 

 

*** - (13) 

 

 

 

Pricing 

We did not find in open web any mention of how much EY charges for 

their GDPR services. We think it depends on: 

 Size of Organization 

 GDPR gap ( pricing will be determined after EY assessment ) 

 Industry 
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Contact People 

We think pricing could be easily checked by direct contact. We identified the 

following people at EU responsible for GDPR implementation. 
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PwC 

GDPR Services/Deliverables 

PwC GDPR program roadmap. 

 

 Conduct a readiness assessment 

Gather information to assess your organization’s current GDPR compliance maturity, and to help 

understand your critical legacy risks 

 Find remediation gaps 

Identify existing privacy capabilities and the work that needs to be done to bring your organization into 

GDPR compliance 

 Establish oversight 

Put your organization’s ongoing GDPR governance structure and model into place to coordinate and 

implement your remediation activities 

 Implement your program 

Get your GDPR program off the ground: remediating gaps and establishing a privacy program 

 Conduct operation & monitoring 

Once GDPR is in effect and your program is in place, conduct ongoing compliance to drive continued 

accountability 

 

https://www.pwc.com/us/en/cybersecurity/general-data-protection-regulation.html


16 
 

As a whole, we found PwC GDPR solution offering is inferior to EY in scope 

and implementation. PwC is more focus on providing analytical reports, 

conducting surveys rather than practical part of business.  

They have less branded technology partner – Dathena.  

 
Christopher Muffat, CEO at Dathena and Yan Borboën, Partner Cybersecurity at PwC 

Nevertheless, we found one industry and country where PwC has edge over 

EY. It is financial service industry in Switzerland. 

 

*** - (14) 

 

In addition, PwC has strong GDPR teams in Australia and Netherlands. (15) 

https://www.dathena.io/pwc.html
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Pricing 

PwC GDPR pricing is individually tailored to needs of each organization and 

its current GDPR compliant readiness. 

In order to receive PwC pricing idea it would be better to contact people 

indicated below.  

 

Contact People 
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Capgemini 

GDPR Services/Deliverables 

Capgemini has very strong and comprehensive GDPR offering. 

 

 

 

https://www.capgemini.com/service/new-ways-to-control-secure-your-assets/gdpr-readiness/


19 
 

 

 

*** - (16) 

Capgemini offers 12 specific services to help organizations to comply with 

GDPR: 
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Their Consulting and Data Management services will help organizations 

answer six key questions: 

 What data is in scope? 

 Where and how is it processed? 

 Who is using it and how? 

 Who is accountable / responsible? 

 How is it collected, minimized and deleted? 

 What effort and roadmap to comply? 
 

 

 

*** - (17) 
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Capgemini has strong technology partners in GDPR implementation- Oracle 

and SAP. 

 

*** - (18, 19) 

 

Implementation cases: 
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Their portfolio considers the most important topics for executives regarding 

data protection and security. Their portfolio consists of four categories: (20) 

 GDPR assessment (Duration 2-3w) 

The assessment is an analysis and recommendations on planning, governance, process, culture, data and 

technology. The result of the assessment is a list of categorized findings, conclusions and actionable 

recommendations that aim to prepare for the GDPR. The assessment may be the first step towards 

implementation of other categories, such as planning, governance, process, culture, data and technology. 

The assessment may also confirm that all preparations are in place. 

 GDPR strategic plan (Duration 2-4w) 

Capgemini can help to include a set of defined action items that employ the use of technology to raise the 

quality and level of personal data protection within your organization into your strategic GDPR plan. The 

stakeholders from your organization will be involved in creating a realistic, supported, and actionable 

plan. Capgemini will facilitate by utilizing its experience with strategic plan development, GDPR readiness 

capabilities and gained insight into your business and technology solutions 

 GDPR data protection impact assessment (Time frame dependent 

on size) 

Capgemini will help to assess the GDPR readiness of your IT infrastructure for any type of processing. At 

the start, a data protection impact assessment scope, governance, questionnaire and tooling are tuned 

to the specific needs of your organization. To ensure cooperation of all target groups, an awareness 

campaign on GDPR and data protection is initiated. A selection of relevant information systems is made 

based on their initial data protection risk. Based on the answers given in the data protection impact 

assessment tool, the impact of each system is calculated and an overview of gaps, risks and measures is 

generated. The tool provides a dashboard with gaps for each role, risks scores and mitigating measures 

which are categorized. Subsequently, a consolidated internal (board) and external (regulator) report can 

be generated. The results provide the starting point for an improvement plan for the Data Protection 

Officer 

 GDPR technology solutions (Time frame dependent on approach) 
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From information above, we can conclude that on average Capgemini 

completes GDPR implementation within 3-6 months. 

As we pointed out above Capgemini has very strong and comprehensive 

GDPR offering. Its stronghold is Europe.  

On the other hand, we found that the company does not have strong GDPR 

implementation team in North America. 

 

Pricing 

Similarly, to EY and PwC mentioned above Capgemini set pricing only after 

GDPR assessment. We estimate that only in Europe their GDPR services 

revenue stream exceeded $25 million in 2017. It means that their GDPR 

client portfolio there exceeded 20 organizations.  

 

Contact People 
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Deloitte 

GDPR Services/Deliverables 

Deloitte predictably has strong GDPR offering.  The company put talent 

availability in the space as one of their key their strengths: (21, 22, 23) 

 More than 12.000 IT risk consultants and 3,000 security professionals worldwide 

 More than 1.400 global and privacy practitioners  

 From which 180+ in UK  and 175+ in EMEA 

 

 

Besides, they boast that Gartner Deloitte ranked #1 in Security Consulting 

for the fifth consecutive year. (24) 

However, some experts dismiss this claim and state that Deloitte inflated its 

security revenue number by a factor of at least 450%, principally by counting 

whole deals that include security elements. Besides, they say that Deloitte 

was already regarded  as ‘problematic’ in its role of technology 

implementation services firm inside industry with many reported project 

failure cases. (25) 

Deloitte GDPR services 

 

https://www2.deloitte.com/global/en/pages/risk/topics/gdpr-general-data-protection-regulation.html
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*** - (26) 
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Deloitte technology partner in GDPR implementation is Canadian firm 

Ataccama Corporation. (27) 

 

Implementation cases: 

 

*** - (28) 

 

 

From graph below, we see that GDPR implementation process offered by 

Deloitte takes minimum 3-months.   

 

*** - (29) 
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Pricing 

We did not find any references of Deloitte GDPR services pricing on open 

web sources. However, we think the company pricing is in line with main 

competitors in the space.  

 

Contact People 
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KPGM 

GDPR Services/Deliverables 

 

 

*** - (30) 

 

https://home.kpmg.com/xx/en/home/insights/2017/07/ready-for-gdpr.html


30 
 

 

 

*** - (31) 

 

KPGM technology partners in GDPR implementation are Australian tech firm 

Nuix and Swiss Software Company OBSERVAR AG that was created in 2004 

in a MBO from the KPMG Switzerland. (32, 33) 

 

Last solution is quite innovative.  
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*** - (34) 

 

 

Pricing 

We did not find any references of KPGM GDPR services pricing on open web 

sources. However, we think they offer the cheapest pricing among top-5 

players due to its Observar solution. 
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Contact People 

 

 

 

 

 

We want to sum up this section with GDPR solution’s ranking. 

Based on our analysis such ranking of top-5 players is the 

following: 

1. EY (no apparent weaknesses) 

2. Capgemini (only weak point: US presence)  

3. KPGM (due to innovative “budget” solution) 

4. PwC (weak technology partner + scope)  

5. Deloitte (weak technology partner + mixed reviews)  
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Key Takeaways 

Key findings of current research: 

 On May 25, 2018, the European Union’s new data privacy regulations 

will go into effect 
 

 The new policy, known as General Data Protection Regulation or GDPR 

marks a wide-reaching and significant shift in the way that 

organizations must protect personal data 
 

 GDPR compliance is quite costly business ( $1-4 million) 
 

 More than 25% of SMBs and up to 65% large enterprises will use third 

parties to support their GDPR efforts 
 

 It creates great business opportunity for IT service providers which 

can offer GDPR solutions 
 

 Large organization are better equipped to handle GDPR 
 

 Over half of US multinationals say GDPR is their top data-protection 

priority 

 

 However, most businesses overestimate their GDPR readiness 
 

 First five months of 2018 we will see big activity on the market as most 

organizations will try to be GDPR compliant before deadline 
 

 Up to 80% of their GDPR allocated budgets will be spent during this 

period 
 

 After analysis of GDPR offerings of top-5 players on the market we 

think that EY has the strongest proposition followed by Capgemini 
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 We determined that average time for full GDPR implementation for 

organizations is 3-6 months 

 

 All companies keep their pricing confidential and state that its level 

could be determined GDPR readiness or gap assessment  

 

 We think pricing level for GDPR services is more or less on the same 

level and it depends rather on project time and working hours since 

final pricing is based on participated partners’ hourly rates which are 

almost identical for all companies 

 

 That is why KPGM innovative GDPR Observar solution could disrupt 

current price levels 

 

  However, we think it is more applicable for SMB segment  
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